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February 4, 2013 

 

 

Dr. Farzad Mostashari, MD, ScM 

National Coordinator for Health Information Technology  

Department of Health and Human Services 

Hubert H. Humphrey Building 

200 Independence Avenue, S.W.  

Washington, D.C.  20201 

 

Submitted electronically via email to ONC.Policy@hhs.gov 

 

RE: Health Information Technology Patient Safety Action and Surveillance Plan for Public 

Comment 

 

Dear Dr. Mostashari: 

 

The Health IT Now Coalition is pleased to respond to the ONC Health Information 

Technology Patient Safety Action and Surveillance Plan for Public Comment published on 

December 21, 2012.  We appreciate the opportunity to comment. 

 

Health IT Now (HITN, www.healthitnow.org) is a diverse coalition of health care 

providers, patient advocates, consumers, employers and payers, who support the adoption of 

health IT to lower costs while improving quality, safety and clinical outcomes.   Improving 

patient safety is a critical priority for HITN, and we are pleased ONC has taken leadership in 

developing the Safety Plan.   We agree with ONC that the adoption and use of health IT can lead 

to dramatic improvements in safety, but believe major barriers to achieving a safe system persist.  

We believe ONC’s approach should be modified and used in conjunction with new legislative 

authority to promote both innovation and safety.   

  

I. General Comments 

 

HITN is encouraged by the approach that ONC has outlined in the Health IT Safety Plan, 

and we hope that many of the proposals contained in the draft recommendations will be retained 

in the final product.  We urge ONC to work with all interested stakeholders to improve on the 

excellent work outlined in the draft approach.  

 

 We agree that adoption and use of health IT can dramatically improve the safety of health 

care delivery, and that this —in turn— will instill stakeholder trust and confidence in the health 

system.   As described in the Health IT Safety Plan, CPOE, e-prescribing, electronic laboratory 

results and timely access to health information are all examples of how health IT can increase the 

quality of care and prevent adverse events.  We note that these functions require interoperability 

across providers, care coordination teams and different sites of care to be effective.  To the extent 
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standards for Meaningful Use do not require interoperability and the business practice of 

blocking information between providers persists, the ability of health information technology to 

prevent medical errors and improve safety will be limited.   

 

Put simply, interoperability is a patient safety issue.  We encourage ONC to consider 

technical and imposed barriers to interoperability, such as information blocking, as legitimate 

safety concerns, and to address these persistent issues in its broader patient safety plan. 

 

II. Goal 

 

 HITN supports the goal outlined in the HIT Safety Plan, which reads that “Patients and 

providers have confidence in the safety of the health care system, including its health IT 

infrastructure, based on evidence of safety.”  We believe HHS should modify the goal to include 

all stakeholders that will benefit from an increased focus on safety—such as payers, family 

caregivers and others whose services support the traditional provider-patient relationship.  This 

concept was embedded in the IOM’s concepts of systemic improvement and described in their 

report Crossing the Quality Chasm, which called on all health care constituencies adopt a central 

purpose that includes safety as an aim for improvement.  We see fragmented care all too often, 

and believe HHS’ goal should reflect the evolving needs of the entire IT ecosystem in its safety 

objectives.   

 

III. Objectives 

 

HITN supports the objectives laid out in the HIT Safety Plan, namely, to use health IT to 

make care interventions safer and to continuously improve the safety of health IT.  We agree that 

all stakeholders should be a part of the objective of a safe health system and that health IT 

creates an infrastructure for identifying and monitoring patient safety events.  We note that this is 

only possible if health IT systems are interoperable, reporting processes are transparent, and if 

patient safety information is shared freely across systems.   

 

IV. Strategies and Actions 

 

We appreciate ONC’s commitment to build on structures that work well, including 

leveraging the work already done by Patient Safety Organizations (PSOs) and in realigning the 

certification process to recommit to stronger patient safety safeguards.  We believe the role of 

PSOs should be expanded to include health IT developers and that the certification process 

should be revisited to classify products by risk and appropriate regulator.  Doing so will expand 

the knowledge base of what works and what does not, while streamlining the regulatory process.  

Our comments on the specific strategies and actions are outlined below with a focus on 

addressing deficiencies in interoperability, which raise serious patient safety concerns.   

 

1. Walled Gardens Are A Patient Safety Issue 

 

We are concerned the existence of “walled gardens,” business practices that block 

information sharing across different systems and providers, create an environment that will allow 

medical errors and avoidable patient safety events to grow.  In the Meaningful Use Stage 2 Final 
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Rule, CMS recognized that walled gardens are still significant barriers to interoperability.  The 

simple existence of business practices that block information means content will not be up-to-

date, clinically relevant or functionally easy to use.  Incomplete data exchanges are adverse 

events, regardless of the treatment outcome, and the fact that information blocking is allowed to 

persist is tacit acceptance that business practices are allowed trump best clinical practices. 

 

We believe that this issue should be addressed by making the certification process more 

transparent.  Incomplete exchanges should not only be reported to a PSO but also publicly 

reported to the ONC-ATB that certified the product, including the reason for the failed exchange.  

Making this process transparent will facilitate a virtuous cycle of quality and technical 

improvement.  We encourage HHS to take a battering ram to these walled gardens through a 

specific and separate objective focused on ending business practices that block information 

exchange.   

 

a. Provider Reporting of Safety Events.  As ONC indicates, IOM has identified legal and 

other factors that inhibit the free flow of information as barriers to patient safety and 

transparency.  We agree with IOM and encourage ONC to view information blocking as 

a critical inhibitor to better patient safety.  

 

b. Incorporate Health IT Safety in Post-Market Surveillance of EHRs Through ONC-

ACBs.  HITN supports using ONC-ACBs to ensure EHR capabilities work in operational 

settings to the standards for which they have been certified.  As we indicated in our 

Meaningful Use Stage 2 comment letter, we believe ONC-ACBs should decertify EHR 

vendor products on a case-by-case basis if the product cannot perform the function as 

certified due to policies or other efforts to block information exchange made by the 

vendor.  We suggested requiring EHR developers to certify that their products do not 

block information exchange under EHR certification standards in 2014.  We believe that 

EHR vendors who pursue blocking strategies through one or more products should 

likewise be decertified.  When an exchange failure is reported to an ONC-ACB and it has 

been determined that it was not due to a technology issue, but rather a provider practice, 

those healthcare professionals or organizations should be made ineligible for the 

program.  

 

c. Align CMS Health and Safety Standards With the Safety of Health IT.  ONC 

specifically raises the prospect that CMS might leverage current Hospital Conditions of 

Participation (CoPs) to better track adverse events related to health IT.  We support using 

the CoPs in this respect and encourage ONC and CMS to explore using CoPs to 

discourage unsafe hospital environments when a hospital engages in a business practice 

of blocking information.  Additionally, CMS might use its survey and certification tools 

to identify unsafe practices related to information blocking.   

 

d. ACO Contracts.   HITN encourages ONC and CMS to explore using the current 

contracting process for Accountable Care Organizations to ensure information blocking 

practices do not create unsafe environments.   Considering 4 million seniors and the 

disabled may receive care from a Medicare ACO in 2013, requiring contracts that 
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promote information sharing across providers and settings is an appropriate tool to foster 

a safe environment for patients.   

 

e. Stark Exception and Anti-Kickback Safe Harbors.   HHS issued final rules in 2006 

that created temporary exceptions to the Stark Law and safe harbors to the Anti-Kickback 

Statute that permit the donation of health IT and related services for the purposes of 

improving electronic prescribing and electronic health record capabilities.   These rules 

expire at the end of 2013 unless the Department acts to extend the rules.  We suggest 

adding requirements that donated health IT systems are used in a truly interoperable 

manner through governance and legal policies that support data exchange.  Business 

practices that preclude information sharing could be made per se illegal under revised 

rules because they may create captive referral arrangements that threaten patient safety.   

 

2. Current Regulatory Framework May Impede Innovation and Harm Safety 

 

HITN supports a reformed patient safety framework that leverages technological 

innovations to create a self-improving, efficient and learning environment.  Reforming and 

streamlining the outdated regulatory process for health IT approval, certification and post-

deployment surveillance is a precursor to this process.    

 

We are pleased ONC has indicated it will publish a report on a strategy and 

recommendations for an appropriate, risk-based regulatory framework for health IT in 

compliance with the FDA Safety and Innovation Act (FDASIA).  We are disappointed the 

Secretary has indicated the Department will not convene an expert external panel to provide 

input into this process.  Collaborative efforts between the Department and external experts 

should be fostered to bring the collective experience and expertise to bear on the serious issues 

that impact the safety of health care.  We encourage ONC to urge the Department to rethink its 

approach and to convene the external panel.   

 

HITN agrees with IOM’s assessment in their report Health IT and Patient Safety: 

Building Safer Systems for Better Care that,  “…investigating patient safety incidents does not 

match the internal expertise of any existing entity, as the needed functions are under the 

jurisdiction of multiple federal agencies and efforts are generally uncoordinated and not 

comprehensive.”  Clearly a new and coordinated effort to address the ascendant safety issues that 

correlate with more robust health IT use is warranted.     

 

HITN suggests building on the efforts outlined in the HIT Patient Safety Plan to promote 

clarity in the regulatory process, reduce duplication in regulations, streamline the regulatory 

process and reduce costs, promote innovation and improve patient safety.  Manufacturers and 

end-users alike need clarity about the rules and requirements of the regulatory process.  

Regulators and end users (consumers and healthcare providers) need guarantees that a product 

will function as designed.  We believe the approach must be scientific and based on testable 

consensus-based standards.  

 

Further, we suggest ONC explore a risk-based framework that calculates risk proportionally 

to the amount of potential variability in whether or not a technology will function as designed. 
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An alternative regulatory process for health technologies and software is needed for those that 

function exclusively as information management systems.   Systems that exclusively manage 

health information should not be required to go through the existing 510(k) or Pre-Market 

Approval (PMA) processes but rather should be evaluated based on risk by independent experts, 

such as through existing certification bodies in the Meaningful Use program.   The certification 

process should focus on a system’s ability to function as-certified and adhere to required 

program standards.  We believe the benefits of this approach include: 

 

 Certainty and reduced duplication. 

 Lower costs (through streamlined approval and through competition). 

 Harmonized standards across the market.  

 De-politicization of the current approval process.  

 

The goal of this approach is to develop a scalable methodology that can keep pace with market 

demand as well as infuse certainty into the process for all stakeholders.    

 

Using a standards base approach to stratify risk requires regulators that pursue standards 

testing and development but also have the necessary regulatory expertise on hand to keep pace 

with the technology marketplace.  Without an adaptable and scalable strategy for evaluating 

health information systems, any regulator will run into the same problem that FDA has: burden 

and backlog.  We believe these problems can and should be mitigated.   

 

As ONC indicates, adoption of innovative health technologies is itself a strategy to 

improve safety.  To the extent the regulatory framework inhibits innovation, safety is threatened.    

 

3. Engaging Patient Safety Organizations 

 

HITN believes HHS should help de-risk technology use by establishing process 

protections that ensure parties responsible for errors are held accountable.  These changes would 

promote patient safety and create a learning process that quickly identifies errors and solves them 

before adverse events occur.  By creating clarity in the legal environment related to EHRs and 

HIEs, adoption and use would be incentivized, further promoting use of technology that can 

lower medication and other errors that harm patients.  For example, a 2010 Study by MIT and 

the University of Virginia showed “evidence that hospitals are 33 percent less likely to adopt 

electronic medical records if there are state laws that facilitate the use of electronic records in 

court.” 

 

We suggest the following be included in the HIT Patient Safety Plan: 

 

a. AHRQ Common Formats.  ONC indicates it will use the certification criteria to ensure 

that EHR technology can facilitate reporting of safety events in AHRQ’s Common 

Formats.   We believe this is an important step in ensuring we know better the types and 

frequency of adverse events.  EHR functionality can automate the reporting process, but 

it is important that reporting, as the IOM indicates, is confidential and non-punitive.  We 

believe health IT developers need to avail themselves of the same protections under the 

Patient Safety and Quality Improvement Act that are afforded to healthcare providers.  
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We note this would require a legislative expansion of the law, and encourage ONC to 

support such a change.   

 

V. Conclusion 

 

We appreciate the opportunity to provide you with our comments on the Health IT Safety 

Plan. We stand ready to work with ONC to help ensure that your valuable recommendations are 

implemented to foster a safer, more innovative and higher value health system.   

  

Sincerely, 

 

 

 

 

 

Joel White 

Executive Director 

 

 


